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Abstract Diffie-Hellmankey agreementprotocol[20] implementationshavebeen
plaguedby serioussecurityflaws.Theattackscanbeverysubtleand,moreoften
thannot,havenotbeentakeninto accountby protocoldesigners.In thissummary
wediscussboththeoreticalattacksagainsttheDiffie-Hellmankey agreementpro-
tocol andattacksbasedon implementationdetails. It is hopedthatcomputerse-
curity practitionerswill obtainenoughinformationto build anddesignsecureand
efficient versionsof thisclassickey agreementprotocol.

1 Intr oduction

In their landmark1976paper“New Directionsin Cryptography”[20], Diffie andHell-
manpresenta securekey agreementprotocolthatcanbecarriedout over public com-
municationchannels.Theirprotocolis still widely usedto thisday.

Eventhoughtheprotocolseemsquitesimple,it canbevulnerableto certainattacks.
As with many cryptographicprotocols,theDiffie-Hellmankey agreementprotocol(DH
protocol)hassubtleproblemsthat cryptographershave taken many yearsto discover.
This vulnerability is compoundedby the fact that programmersoften do not have a
properunderstandingof the security issues.In fact, bad implementationsof crypto-
graphicprotocolsare,unfortunately, common[2].

In thiswork, weattemptto giveacomprehensivelisting of attacksontheDH proto-
col. This listing will, in turn,allow usto motivateprotocoldesigndecisions.Notethat
throughoutthis presentationemphasisis placedon practice.After readingthis paper,
onemight not have anextremelydetailedunderstandingof previouswork andtheoret-
ical problems,but shouldhave a very goodideaabouthow to securelyimplementthe
DH protocolin differentsettings.

1.1 RelatedWork

As mentionedpreviously, flaws in cryptographicprotocolsarenot uncommon.Hence,
the problemhasreceived someattentionfrom the cryptography community;hereare
themostimportantapproachesthathavebeenproposed:

1. Theuseof verificationlogicssuchasBAN [15] to proveprotocolproperties.
2. Veryhigh level programminglanguagesin whichsecuritypropertiescanbeproved

mechanically(i.e. by computers)[1].



3. Completeproofsof security[7, 6].
4. Theuseof robustnessprinciples,i.e. rulesof thumb,protocoldesignprinciples[3].

The biggestproblemwith the first approachis that encryptionprimitivesaredis-
sociatedfrom the verificationlogics which implies that they do not provide complete
proofs of security[6]. As an exampleof this problemone just needsto look at the
problemof encryptionandsignatureordering:mostverificationlogicsdonotcomplain
whenmessagesareencryptedbeforebeingsignedwhich possiblyresultsin a security
vulnerability[3].

Thesecondapproachseemspromisinghowever the bestknown proof mechaniza-
tion techniquesarenot efficient enoughandonly a few cryptographicprimitiveshave
beenincludedin themodel.

The third suggestionis the most powerful. The main problemis that the proofs
aresomewhat involvedandproving the correctnessof complex protocolsseemsquite
difficult. Note also that it is not entirely obvious that the claims that are proved are
adequate.

The robustnessprinciplesareuseful in that they canhelp in preventingcommon
errors.However, it is hardto exhaustively list all importantrobustnessprinciples,andso
usingtheseprinciplesdoesnotgiveuspeaceof mindastherearenosecurityguarantees.
Furthermore,the protocol designermust be comfortableand competentin verifying
securityproperties.For examplePrinciple3 of [3], whichstates

Becarefulwhensigningor decryptingdatathat younever let yourselfbeused
asan oracle

mightnotbeunderstoodby individualsthatdonothaveabackgroundin cryptography.
Themostimportantproblemwith all of theabove approachesis that low level im-

plementationissuesarenotspelledout.Hence,unlessonehasasolidgraspof all of the
technicaldetails,it is very easyto make low-level implementationerrorsanddifficult
to debugcode.Also noticethatnoneof theseapproachesdealwith problemsspecificto
thecryptographicprimitivesused.

Many standardshavebeendevelopedfor theDH protocol(seeAppendixA), unfor-
tunatelynonedescribetheissuesandattacksin detail.More importantly, nonemotivate
the designdecisions.In [8], work hasbeendoneto characterizethe securityof the
DH protocolsintroducedin variousstandardsbut not muchis discussedaboutknown
attacksandimplementationdetailsareignored.Our work canbe consideredascom-
plementaryto that of [8], describingandstudyingthe most importanttheoreticaland
practicalissuesandconsideringimplementationdetails.

1.2 Overview

Section2 presentsa mathematicalbackgroundof thebasicsneededto understandthe
DH protocolandthe typesof attacksit is vulnerableto. In section3 we give attacks
which arebasedon mathematicaltricks. Authenticationis discussedin section4. In
section5 we discussattackson DH that exploit implementationdetails.In section6,
we exposesomesubtletiesthat appearwhenusing the DH sharedsecretto obtaina
key which canbeusedin othercryptographicoperations.Theinformationacquiredin



sections3, 4, 5 and6 is usedto presentimplementationguidelinesin section7. The
conclusioncanbefoundin section8.

2 The Diffie-Hellman KeyAgreementProtocol

The DH key agreementprotocolallows two users,referredto asAlice ( � ) andBob
( � ), to obtaina sharedsecretkey over a public communicationchannel.An attacker,
eavesdroppingat themessagessentby bothAlice andBobwill notbeableto determine
whatthesharedsecretkey is. This is anextremelyusefulprimitive becausetheshared
secretcanbe usedto generatea secretsessionkey that canbe usedwith symmetric
crypto-systems1 (e.g.DES)or messageauthenticationcodes(MAC).Wenow givesome
basicnotionsfrom mathematicsthatareneededto understandtheprotocol.

2.1 Mathematical Background

Thecomputationsrequiredin theDH protocolarecarriedout in a group.

Groups A group �����
	�� consistsof aset � andabinaryoperation	 thattakeselements
of � asinputs.	 hasthefollowing properties:

1. (associativity) �	�����	����������	�����	�� , for all �������� �!� .
2. (identity element)There is an element "#�$� , called the identity, that has the

propertythat "%	�&�'(	�"��' , for all )�!� .
3. (inverseelement)For each*�+� , thereexists a valuedenotedby �,.- suchthat(	��,�-/�'�,�-0	�&�1" .

An Abeliangroup is agrouphaving thefollowing additionalproperty:

4. (commutativity) (	����+��	� for all ���� �!� .

For finitegroups( � finite), theorderof agroupis definedasthecardinality(size)of � .
Theorder of anelement of a finite group � is definedto bethesmallestvalue 2 such
that 43657�'(	�(	98:8�8;	�< =:> ?

3
�1" .

Cyclic Groups A cyclic group is a group that hasthe propertythat thereexists an
element@ suchthat all elementsin � can be expressedas @BA (for different C s). If @
generatesall elementsof the group ���D�E	F� , @ is a generatorand we say it generates�����
	�� . Notethattheorderof agenerator@ equalstheorderof thegroupit generates.

Subgroups We saythat � G is a subgroupof G if ���HG��E	F� formsa groupand ���HG�I'�9� .
If G is afinite group,thentheorderof asubgroup� G will alwaysdivide theorderof �
(Lagrange’s theorem, seefor example[28]).

1 for anintroductionto cryptography see[50].



Examplesof Groups Groupstypically usedfor DH protocolsaretheset J%KL with mul-
tiplication modulo M whereM is prime, the multiplicative groupof the field2 N�O�P and
the additive groupformedby a collectionof pointsdefinedby an elliptic curve over
a finite field. Thesegroupsall have the propertythat exponentiatingis computation-
ally inexpensive andthat computingdiscretelogs is/seemshard(i.e. computationally
intractable).

In theremainderof thiswork,wewill takethegrouptobethesetJ.KL �RQS"T�;UB��8:8�8V��M.W"�X with multiplication modulo M (M prime) andall operationswill be taken over this
group( @BY will standfor @BY&Z\[^]_M , for example).Small variationson many of the at-
tacksof the following sectionscanbe easilymountedon DH implementationsusing
othergroups.Notethatwe will abusethenotationa bit by using J%KL whenreferringto
thegroupcomposedof theset J`KL with multiplicationmoduloM .

2.2 The CoreDH Protocol

Alice ( � ) andBob ( � ) first agreeon a largeprimenumberM andanelement@ ( Uba@ba*McWdU ) thatgeneratesa (cyclic) subgroupof largeorder. Thesevaluesareusually
determineda-priori, and are usedfor many protocol runs (e.g. they could be public
parametersthateverybodyuses).Therestof theprotocolgoesasfollows:

1. � choosesa number, e , at randomfrom theset QB"f��8:8�8V��McWdUBX . And � choosesg
randomlyfrom thesameset.

2. � sends@�h to � and � sends@BY to � .
3. The sharedsecretkey is ij�k@�hVY . � , knowing e and @BY , can easily calculate�l@ Y � h �m@ hVY . � candeterminethe secretkey in a similar mannerby computing�l@�hS�nY .
e andg arereferredto astheprivatekeys, @�h and@BY arereferredto asthepublickeys

and @�hVY is calledtheshared(DH) secretkey. Whenthesecretkeys areusedonly once
we call this anephemeralDH secretkey agreement.We assumethataneavesdropper
having accessto thepublic valuescannotcalculatethesharedsecretkey, this is called
theDiffie-Hellmanassumption.TheDiffie-Hellmanassumptionis somewhatrelatedto
theDiscreteLog assumptionwhichstatesthatgivenagenerator@ of J KL andanelemento

of J%KL , it is infeasibleto computee suchthat @�hcp o in J%KL . The relationstirs from
the fact that if we can computediscretelogs efficiently, we can efficiently compute@�hfg givenonly @ , @�h and @BY andthusinvalidatetheDiffie-Hellmanassumption,but the
conversein not known to betrue.

2.3 Half-Certified Diffie-Hellman (or Elgamal Keyagreementprotocol)

This is a very importantandusefulvarianton the Diffie-Hellmanprotocoldiscussed
above.First introducedin [22], theprotocolis almostexactly thesameasthebasicone
except that a user(Bob) publisheshis public key ( @BY ). The public key ( @BY ) remains
constantfor large periodsof time andis usedby everyonewishing to setup a shared

2 seefor example[28] for a definitionof field aswell asanoverall introductionto algebra.



secretkey with Bob. Notethatthepublickey shouldbeauthenticatedin someway(e.g.
by Bob’s signature).This mechanismis especiallyusefulfor secureanonymousclient
connections3.

2.4 Attacks

AttacksagainsttheDH protocolcomein a few flavors:

– Denial of service Attacks: Here,theattacker will try to stopAlice andBob from
successfullycarryingout the protocol.The attacker canaccomplishthis in many
ways,for exampleby deletingthemessagesthatAlice andBobsendto eachother,
or by overwhelmingthepartieswith unnecessarycomputationor communication.

– Outsider Attacks: Theattackertriestodisrupttheprotocol(by for exampleadding,
removing, replayingmessages)sothathegetssomeinterestingknowledge(i.e. in-
formationhecouldnot havegottenby just lookingat thepublicvalues).

– Insider Attacks: It is possiblethatoneof theparticipantsin aDH protocolcreates
a breakableprotocol run on purposein order to try to gain knowledgeaboutthe
secretkey of his peer. This is an importantattackif oneof the participantsholds
a static secretkey that is usedin many key agreementprotocol runs.Note that
malicioussoftwarecouldbeverysuccessfulin mountingthisattack.

Theplausibility of theseattacksdependson whatassumptionswe make aboutthe
adversary. For example,if the adversarycan remove and replaceany messagefrom
thepubliccommunicationchannel,thedenialof serviceattackis impossibleto prevent.
Fortunately, it seemsthatcompletebreaks(outsiderattacksin whichtheattackerobtains
thesharedsecretkey) andinsiderattackscanbepreventedin many settings4.

2.5 Man in the Middle Attacks

An activeattacker (Oscar),capableof removing andaddingmessages,caneasilybreak
the coreDH protocolpresentedabove. By intercepting@�h and @BY andreplacingthem
with @�h�q and @BY�q respectively, Oscar( r ) canfool Alice andBob into thinking thatthey
sharea secretkey. In fact, Alice will think that the secretkey is @�hVY�q and Bob will
believe thatit is @�h�q7Y . This is a manin themiddleattack[47].

As an exampleof what canbe donewith suchan attack,considerthe casewhere
Alice andBob usea sharedsecretkey obtainedin a DH protocol for symmetricen-
cryption.SupposeAlice sendsa messages to Bob andthat t9uwvyx���e0� representsthe
symmetricencryption(e.g.DES)of e usingthesecretkey i .

1. � sendst9ubv{z:|�} q ��s~� .
2. r interceptst9uwv�z�|�} q ��s!� anddecryptsit (whichhecando sinceheknows @�hVY�q ).
3. r replacesthismessagewith t9ubv z:| q } ��s G � whichhesendsto � . Notethat s G can

besetto any message.

Theencryptionschemeis thusclearlycompromisedasmessageprivacy is violated.
In thenext section,westudyattacksthatcanbemountedby a lesspowerful adversary.

3 this schemeis sometimescalledHalf StaticDiffie-Hellman(becauseonesecret,� , is static).
4 in practiceit is mucheasierto insertpacketsthanit is to deletethem.In any case,weconsider

all attacksin orderto derivea DH protocolthatis securein all practicalsettings.



3 Attacks Basedon Number Theory

Thepreviousmanin themiddleattack,althoughit completelybreakstheprotocol,re-
quiresOscarto beverypowerful.For example,if thesecretkeysareusedin conjunction
with MACs,Oscarneedsto interceptandmodify eachauthenticatedmessagein order
to preventAlice andBobfrom detectingthattheirkeysarenot identical.In someof the
following subsections,Alice andBob have thesamesecretkey (which Oscarknows).
Thus,Oscaronly needsto be active during the DH protocol,afterwardshe canbreak
theprotocolsusingthesharedsecretkey wheneverhewants.

3.1 DegenerateMessageAttacks

Therearedegeneratecasesin which theprotocoldoesnot work (i.e. it canbebroken).
For examplewhen @�h or @BY equalsone, the sharedsecretkey becomes" . Sincethe
communicationchannelis public anybody can detectthis anomaly. Fortunately, this
situationis impossiblein a properlycarriedout protocolrun becauseboth e and g are
chosenfrom QB"T�:8:8�8:��MyWDUBX 5. However, aninsiderattackis possibleandsoDH protocol
participantsshouldmakesurethattheir key agreementpeerdoesnot send@4� �1" .
Simple Exponents If oneof e and g canbe easilydetermined,the protocolcanbe
broken. For example,if e equals1 then @�h+�k@ which any observant attacker will
be able to detect.It is very hard to determinewhereto draw the line here,that is,
determiningfor which valuesof @ A , C is hardto determine,sincethis dependsentirely
on the strategy of the attacker. Any setof C valuescouldbe vulnerable,dependingon
which valuesof @ A areprecomputed,wherethe searchstarts,andhow it proceeds.In
any case,it seemsvery reasonableto insistthat e and g not equal " .
SimpleSubstitution Attacks Thefollowingattackisveryinteresting,asit isextremely
easyto mountandnormally would not comeup in theoreticalproofsof security. The
attackercanforcethesecretkey to bean“impossible”value.If theDH protocolwould
only beexecutedbysentientbeingsthiswouldnotbeinterestingastheanomalieswould
beeasilydetected.However in practiceDH protocolsarecarriedout by computersand
carelessimplementationsmightnotspotthefollowing attack.

1. r intercepts@ h and @ Y andreplacesthemwith 1.
2. Both � and � computethesamesharedsecretkey whichequalsone.

If thecomputerprogramdoesnotrealizethat @�h , @BY and@�hVY cannotequal1, thepro-
tocol is vulnerable.Notethatthesameargumentholdsfor valuesof theform @4��� � L ,.-n��� h
or @ ��� � L ,�-E��� Y , where���#" , becauseacomputermightnotrealizethatthesevalueshave
notbeencomputedmoduloM eventhoughthatthey arelarge.(They equal " moduloM ).
So it is safepracticeto alwaysverify that @�h and @BY arepositive integerssmallerthanM_W*" andgreaterthan " .

Thefollowing attacksdelveabit deeperinto computationalnumbertheory.
5 if � is ageneratorof ���� , �^�/�*�.�4����� if f �������4�����H�b� .



3.2 Generatorsof Arbitrary Order and the Pohlig-Hellman Algorithm

ThePohlig-Hellmanalgorithm[45] allows oneto efficiently computethediscretelog
of @�h if the prime factorizationof @ ’s orderconsistsof small primes.Precisely, given
that the orderof a grouphasthe following prime factorization,M����- M����O�� 8�8:8 � M ���� , the
Pohlig-Hellmanalgorithm’scomputationalcomplexity is �&�n  �A¢¡ -�£ A ��¤¢@���¥.�^¦!§ M A ��� . A
secureDH implementationmustmake this algorithmimpractical.A simplesolutionis
to choosea prime M suchthat M¨W+" containslarge factors.Safeprimes,primesof the
form M©�«ª ¬¦®" (whereR is somesmall positive valueandq is a large prime),and
Lim-Lee primes[36] which have the form M¯�°Uf¬ - � 8:8�8 � ¬:±)¦1" (wherethe ¬ A s are
all largeprimes)satisfythis property. (Rememberthat theorderof any subgroupwill
divide M_W*" , i.e. theorderof J%KL .)

3.3 Attacks Basedon CompositeOrder Subgroups

Theattackercanexploit subgroupsthatdonothave largeprimeorder[51]. This is best
illustratedby anexample.SupposeAlice andBob choosea prime M²��U�¬ ¦R" , where
q is prime,anda generator@ of order M!W¯"c�$U�¬ . Oscarcaninterceptthe messages@�h and @BY andexponentiatethemby ¬ . (He will replace@�h by @�hV³ and @BY by @BYV³ .) The
secretkey will be @�hVY;³ whichallowsOscarto find thisvalueby exhaustivesearch.This
is doneby noting that the orderof @B³´��@%µV¶ �� is6 2 which implies that the secretkey
canonly take oneof two values!Hence,Oscarcanusea bruteforcesearch(only two
elementsto try) in orderto determinewhatthesharedsecretkey is; for example,when
Alice andBobuseit for symmetricencryption.

More generally, this attackcanbeeasilymountedon primesof theform Mc�¯ª ¬�¦" ( ª small), the only differencebeing that thereare ª possiblevaluesto try in the
exhaustivesearch.

The lessonto be learnedfrom this attackis that we shouldchoosea @ thatgener-
atesa large prime ordersubgroupor at the very leastmake surethat compositeorder
subgroupsarenotvulnerable(e.g.theorder’sprimenumberfactorizationcontainsonly
largeprimes).Note thatanattackof this type is partof themotivation for usingDSA
insteadof Elgamalsignatures.In essenceDSA is animmunizedversionof Elgamal[4].

Noticethataninsiderattackcanbemountedusingthis trick. Alice simply choosese to equal¬ . In this case,evenauthenticationmechanismscannotprotectBob.

3.4 Pollard Lambda Algorithm

ThePollardLambdamethod[46] enablesoneto compute· given @4� , when · is known
to be in a certaininterval ¸ ����� ¦#¹(º in time �&��¹9-
» O � . This is an extremely relevant
attackto considerwhen we want to limit the exponentrangeto improve efficiency.
For example,when e���g©¼½U^¾À¿ÁM the attacker cancomputee and g (given @�h and@ Y ) in �´� § U ¾ ���$�´��U ¾�» O � . Hence,if we want the attacker to executeat least ��U ¾ �
operations7, e and g needto have be chosenuniformly at randomin an interval of

6 thesubgroupgeneratedby � µV¶ �� is
� � µV¶ �� �~� �w�ÃÂ;ÄÅ� µV¶ ��ÇÆnÈ �*��� .

7 AssumingthatthePollardLambdatechniqueis thebestmethodin thissituation.



size U O ¾ . (Choosinge and � to beuniformly randomU�u bit integerssatisfiesthis last
requirement.)We notethat this attackhasnot beenimprovedin a long time andmany
cryptographersfeel that it is improbablethat thestateof theart for this kind of attack
will change(this is a usefulobservation whenchoosingkey sizes).Also remarkthat
this attackcanbemountedon subgroupsof smallorder.

3.5 The Number Field SieveAlgorithm

It is obviously importantto choosea group(i.e. M ) largeenoughsothatthebestknown
algorithmsfor computingdiscretelogsareintractable.Thestateof theartindex calculus
basedmethodsfor computingdiscretelogs (numberfield sieves) have beensteadily
improving8 over theyearsandso it is harderto gaugehow large M shouldbe for long
term security. In [41], Odlyzko proposesusinga M of at least1024bits for moderate
securityandat least2048bits for anythingthatshouldremainsecurefor adecade.Note
however thatthesevaluesarecontroversial(seesection7.1).

3.6 Attacks on Prime Order Subgroups

In [36], anattackonprimeordersubgroupsis presented(aslightextensionof theideas
of [51]). Theattackcanbemountedif theprotocoldoesnotsatisfythesixth robustness
principleof [3] whichstates:

Do not assumethat a message you receivehasa particular form unlessyou
cancheck this.

The ideais that if we canget a participantwith a secretkey e to usean arbitrary
groupelementinsteadof @BY whencomputingthe DH sharedsecretkey thenwe may
be able to obtain someknowledgeabout e . If the attacker can obtain É0h , for some
generatorÉ whoseorder’s primefactorizationcontainsonly smallprimes,thenhecan
usethePohlig-Hellmanalgorithmof subsection3.2to obtain e modulotheorderof É .

To obtain the actualvalueof the secretkey (modulo M ), a slight variationon the
Pollardlambdamethod[51] mightbefeasibleagainstaparticipantusingastaticprivate
key.

Thedifficulty in this attackresidesin theneedto obtain É0h . Lim andLee[36] give
a weaker versionof thepreviousattackthatenablestheattacker to obtainthevalueofe modulotheorderof É in time linearin theorderof É .

This attackcanbeeasilyfoiled if theparticipantscheckthat thevaluethey receive
(i.e.usually @ � ) hasorder ¬ . Thiscanbedoneby verifying thatexponentiatingthevalue
by ¬ yields " . If M is of theform M!�#Uf¬(¦¯" , with ¬ prime,thebestonecanhopefor is
to determinetheparityof thesecretkey.

If we have CertificateAuthorities(CAs) certify theDH public keys, they mustbe
wary of this attack.It is usuallysufficient for theCA to verify that theuserknows the
secretassociatedwith thepublickey whentheparticipantsusestaticpublickeys.Thisis
usuallydoneby having theusersignsomemessagewith thesecretkey. Unfortunately,

8 As opposedto the PollardLambdatype algorithmsfor which therehasnot beensubstantial
progressfor abouttwentyfiveyears[41].



a variationon thepreviousattackallows for aninsiderattackwherea usercanfool the
CA whenspecificsignatureschemesareused(e.g.Schnorrsignatures[48], see[36] for
thedetails).Hence,whenthis typeof attackcanbemounted,weshouldchecktheorder
of thepublic keys.

4 Authentication

In theprevioussectionwepresentedattacksrelatedto themathematicalstructureof the
DH protocolprimitives.In this sectionwe addressissuesrelatedto authentication.As
the DH protocolcanbe broken by a simplemanin the middle attack(if no authenti-
cationmechanismis used),it doesnot make senseto talk aboutDH protocolsecurity
withoutalsodiscussingauthentication.

Authenticationconsistsof establishingauthenticity, which is definedas: factually
accurate and reliable. This is a somewhat slipperyconceptandthereis no solid and
formal definition,becausethedifferentsettingsandrequirementschangefor every ap-
plication.For example,validatingthe authenticityof a digital signatureor a MAC is
simple(just apply a verificationfunction) whereasproving the authenticityof a mes-
sageis morecomplicated.For example,if Alice sendsamessageto Bob,hemightwant
to establishthat:

1. themessagehasnotbeenmodified.
2. Alice sentthemessage.
3. themessagewasmeantfor him (i.e. addressedto him).
4. themessagehasnotbeen“replayed”.
5. themessagewassentwithin acertaintime period.
6. etc.

Although we have somevery powerful primitivesthat canhelp us in creatingau-
thenticationmechanisms(digital signatures,MACs,symmetricencryption,etc.),using
themin aneffectivemanneris surprisinglydifficult.

4.1 MessageReplayAttacks

Oneof the deadliestattacksagainstauthenticationmechanismsis the messagereplay
attack[39] in which theadversarysimply takesa previously sentmessageandsendsit
again.This attackis deceptively powerful ascanbeseenby thenext example:suppose
a usersenta messageto his wife saying,“I love you”. A few yearslater, after theuser
hasbeendivorced,anattackercouldre-sendthissamemessagewhichmight leadto an
awkwardsituation.If a correctauthenticationmechanismis used,thenow ex-wife will
notconsiderthemessageasbeingauthentic.Thisexamplenicely illustratesthefactthat
digital signaturesarenot sufficient to establishmessageauthenticity.

4.2 MessageRedirection

If thedestinationis not specifiedin a message,anattacker caninterceptit andsendit
to someoneotherthantheintendedrecipient.Takingtheprevioussubsectionexample’s



premise,theadversarysendsthe“I loveyou” messageanddeliversit to somebodyother
thantheintendedrecipient;whichagain,might leadto anuncomfortablesituation.

Theseschemesform thebasisof many other, moreinvolved,attacks.

4.3 MessageAuthentication Protocols

We now presentoneof the authenticationmechanismsdescribedin [6]. Note that the
protocolis provedto besecure(seesubsection1.1). It hasthepropertythat if we have
a schemethat is provably securewhenthechannelsareauthenticated,andreplacethe
communicationmechanismwith thefollowing protocol,thentheresultingschemewill
beprovablysecurein asettingin which thechannelsarenotauthenticated.

In the following protocol,we assumethat the user’s public keys arecertifiedby a
certificateauthority(CA), andby authenticwemean:

– Thesender’s identity is established
– Theintendedrecipient’s identity is established
– “Context” is established;messagereplayattackssuchastheonein theexamplein

subsection4.1areprevented.

Alice sendsamessages to Bob,whoestablishesits authenticity.

1. � sendss to � .
2. � replieswith achallengeuDÊ and s , whereu�Ê is arandomnumber(nonce).Note

thateachnonceis only usedonce.
3. � sendss and Ë`Ì4�9Í
Î{��sb��u�Ê����y� , where Ë�Ì4�9Í
Î���e0� is a digital signatureon e

thatuses� ’s secretkey Ï�Ð .
4. If thesignatureverificationprocedureis successfulthen s is deemedauthentic.

Let us look at this protocola bit morecloselyandexplain someof its featuresand
proposesomeefficiency improvements.

First note that senderauthenticityis establishedby the public key that is usedto
verify thesignature.Thepublic key andAlice’s identity arecertifiedby a CA thatBob
trusts.

Themessages must,of course,besentatsomepoint.Theprotocolis still provably
secureif the messageis sentin oneof the first or third rounds.For example,the first
messagecouldsimplybea synchronizationsignal.

The needfor a nonce uDÊ is quite interesting.Notice that without it, the protocol
wouldbevulnerableto replayattacks.By slightly modifying theprotocolwecan,how-
ever, do without thenonce.If Bob takesnoteof all themessageshehasreceived,and
socandetectmessagereplayattacks,wecanomit thenonce.Unfortunatelytheamount
of dataBob would needto keepcouldbehuge.Also, deterministicsignatureschemes
(e.g.RSA) arenot well suitedto this settingastwo signatureson the samemessage
areidentical.(As opposedto probabilisticencryptionschemessuchasElgamal.)Note
that randomnumberscanbe appendedto themessagein orderto make signatureson
the samemessagedifferent.Anotheroption is to have publicly availablenonces.For
examplea countercanbeused,in whichcaseBobneedsto managecounters(synchro-
nizationis often difficult to implement).As long asnonces(countervalues)areonly



usedoncethe protocolis correct.In both of thesemodifications,the secondroundof
communicationcanbeomittedandthefirst andthird roundscombined.

Thelastinterestingissueto pointout is thatAlice mustsign � , i.e.Bob’s ID. If this
is not done,theprotocolis vulnerableto messageredirectionattacks.

Note that the CA mustverify that the client knows the secretkey associatedwith
his public key, otherwisetheprotocolis vulnerableto messagehijacking(i.e. claiming
ownershipof someoneelse’s message).Note that self signedcertificates9 canalsobe
usedto solve this problemasis donein PGP[44].

5 Attacks on Implementation Details

5.1 Attacks on Parameter Authentication

As a generalprinciple,all parametersusedin a cryptographicprotocolshouldbe au-
thenticated.For example,supposethat the DH protocolcould be usedwith different
systemparameters(e.g. @ , M ); if the participantsdo not authenticatetheir choiceof
parameters,anattacker might beableto fool theminto usingweakparameters.These
typesof attackscanbevery subtleandcanevenbemissedby top cryptographersand
securityexperts.Oneneedjust look at theattackof [52] on theSSLprotocolversion2
to beconvincedof this10.

5.2 Context

In many situationsit is necessaryto make sureanadversaryhasnot blocked(deleted)
previous messages.This can be doneby simply hashingall previous messagesand
appendingtheresultwith thecurrentmessage.This establishescontext. Notethatif all
messagesareauthenticatedwecanuseasequencenumber, which is moreefficient.

5.3 Parallel Executions

In most if not all networking protocols,it is very importantto preserve protocol run
independence.Thatis, wedonotwantmessagesusedin oneprotocolrun to beusedby
anotherprotocolexecution.Sessionnumbers,for example,canbeusedto prevent this
kind of problem.

We areawareof a DH implementationthatdid not respectthis designprinciple.If
two partiesinitiatedtheDH protocolat thesametime, eachpartyobtainedtwo shared
DH secretkeys and it was possibleto have a situationin which noneof the (four)
supposedly“shared”DH secretkeyswereequal.

A key agreementconfirmation(see6.5) is a way of makingsureproblemssuchas
theonedescribedabovedonot occur.

9 certificatesthataresignedby thesubjectof thecertificate.
10 SSLversion2 wasvulnerableto whatis calledaversionroll-backattackwhich is anattackon

parameterauthentication,see[52] for details.



5.4 Deleting the EphemeralSecrets

It is important to deletethe ephemeralsecretkeys (the secretexponents),to guard
againstmemorybeingwritten to disk (swapping)andpreventunwantedaccessto these
values(via a subpoenaattackor a systembreak-in).Deletingprivatevaluesis usually
doneby overwritingthesewith someconstant( Ñ sfor example).Werecommendthatthe
valuesbedeletedassoonaspossibleto guardagainstRAM readingtechniquessuchas
theonesdescribedin [26].

5.5 BleichenbacherTypeof Attacks

D. Bleichenbacherdescribedin [9] an attackagainst PKCS #1 v1.5. The attackex-
ploited the fact thatsomeserversimplementationsof thePKCS#1 v1.5 RSA encryp-
tion paddingusedan inadequateauthenticationmechanism:if a plaintext startedwith
0002,asdescribedin thestandard,they would blindly acceptit asvalid andcontinue,
otherwise,they would returnan error messageto the client. Using a theoremdueto
Chor [18], Bleichenbacherdeviseda practicalattackagainstsomeimplementationsof
SSLv3.0.

Althoughwedonotdescribeany paddingmethods,nordoweusetheRSAencryp-
tion scheme,someof theproposedcountermeasures(see[10]) to immunizeprotocols
againstthis attackarerelevant:

– Changekeys frequently(asdiscussedin section6.2) andmake surethatdifferent
serversuseindependentkeys.

– Useadequateauthentication(asdiscussedin section4.3). Serverswritten in SSL
version3 thatusedgoodauthenticationwerenot vulnerableto thisattack.

5.6 Timing Attacks

An interestingattackwasproposedin [34]; the attackrelieson the fact that for most
modularexponentiationalgorithmsthe time taken is dependenton the inputs. In the
Half CertifiedDH protocol,an attacker, by initiating many protocol runswith Alice
and carefully choosinghis “public keys”, could determineAlice’s secretkey ( e ) by
analysingtiming information.RememberthatAlice computess¨h in eachprotocolrun
(where s canbetheattacker’s “public key” (simply a randomvalue)and e is Alice’s
secretkey). Fortunately, the attackis only effective if the attacker cansomewhat pre-
ciselydetermineAlice’scomputingtime.Theattackcanbecounteredby modifyingthe
computationsso that theexponentiationtime doesnot dependasheavily on the input
parameters.

Kocher[34] givesa methodthatusestheblinding techniquesof [17] to randomize
themodularexponentiationcomputingtime11 :

One Time SetUp: Wecalculatetheprivateseeds.

– An integer, ÒBÓi , is chosenat randomfrom J%KL .
– ÒBÓf ������ÒBÓi �Ô,�-;�
h is calculated.(Find inverseof Ò4Ói andexponentiateby e .)

11 thusblinding theattacker from knowledgeaboutÕ .



j’th Exponentiation: Let s bethemessageto beexponentiatedby e .

– CalculateÖc�1��s � Ò^×i � . (theblinding part.)
– Calculate2��'Ö\h . ( Ö is not known to theattacker!)
– Calculate2 � Ò ×f which is equalto s¨h . (theunblindingpart.)

Computing the j’th seeds(j Ø 0):

– ÒT×i �1��ÒT× ,.-i � O .
– ÒT×f �1��ÒT× ,.-f � O .

Thetechniqueusesthefactthatif ÒBÓi is chosenrandomly, thentheseries��Ò4Ói ��ÒÙ-i ��8:8�8V��ÒT×i �:8�8:8Ú�
will have thepropertythat Ò^×i lookssufficiently randomif nothingis known aboutthe

previouselementsof theseries12. Thealgorithmhasto keep Ò i and Ò f in memory. Of
course,thesevaluesmustremainsecret.

5.7 Denial of ServiceAttacks (Overloading)

Oneof the mostdamagingattacksin practiceconsistsof overloadingserverswith re-
quests13. This is a typeof denialof serviceattackbecausetheserver is sobusyprocess-
ing bogusrequeststhathedoesnot have time to reply to legitimatequeries.Theadver-
saryusuallyexploits the fact that the serversarelimited in termsof memory[16, 19]
and/orcomputationalpower. The DH protocolis vulnerableto the following kinds of
attack:

– Theattacker cancarryout a connection(memory)depletionattack(e.g.[16, 19]).
Notethatit is very importantthatthelow level protocolsfor sendingandreceiving
messagesbeimmunizedagainstthisattack.

– Theattacker cansendhugeamountsof public keys (which cansimply berandom
numbers)so that the victim is compelledto carry out many modularexponentia-
tionsin orderto computethesharedDH secretkeys (computational).

The most robust solutions[5, 21, 29] to the probleminvolve having the connec-
tion initiatorscomputesolutionsto cryptographicpuzzles(alsoknown ashashcashor
pricing functions).Theamountof computationsneededto solve thesepuzzlesis small
enoughso that legitimateuserscanquickly computethe solutionbut largeenoughso
that it is infeasible(or at leastvery hard) to solve a large numberof themfor usein
overloadingattacks.

If a server can validatethe IP addressesof its clients,one can usea lessrobust
protectionschemecalledSYN Cookies([37], [13], [31]). SYN CookieshelppreventIP
spoofingto a certainextent.

If aserveris toacceptunknown clients(orbetteryetanonymousclients),wesuggest
usingthetechniquesof [29] whichwenow presentanddiscuss.Notethat e�Û�ÜfÝ Þ�ß refers
to thesubstringconsistingof the  ’ th through � ’ th bits of e . à is theclient and á is the
server.
12 thisis muchmoreefficientsincemodularsquaringis alot cheaperthanchoosinganew random

value.
13 seefor examplehttp://www.cisco.com/warp/public/707/newsflash.html.



1. à requestsapuzzlefrom theserver (statelessconnection).
2. á sends, s (thenumberof sub-puzzles),â (a computationparameter),2 (a times-

tamp)and e¨�¯ãÇ�nÏT��2;�Ôâ���sw�Ôv�� . Notethat ã��n� is a cryptographichashfunction, Ï
is á ’s secretand v is à ’s address.

3. For C equals1 to s , à finds · A suchthat thefirst â bits of e�äÔCVä;· A equalthefirst â
bitsof ã���e�äÔCVä;· A � , where ä denotesconcatenation.The · A s (i.e. thesolutionsto the
sub-problems),2 and à aresentto á .

4. á receivesthesevaluesandcanefficiently checkthat the solutionsarevalid and
thatthey havebeencomputedin a timely manner. Notethattheservercando these
verificationsin astatelessmatter.

Thevalueof v is usuallyimplicitly determined,for exampleit might be included
in the messageheaders.The server sendshis repliesto v andso the adversarymust
be ableto interceptmessagesaddressedto v which is difficult if the adversaryis not
locatedat v 14.

If no time parametersareused,anattacker couldobtaina largenumberof puzzles,
solve them(which cantake a lot of time) andthenoverloadthe server. By encoding2 in e using the secret Ï , the puzzlescan be madeto have a limited validity period
which makesthepreviousattackinfeasible(all 2 s shouldbedifferent).(Notealsothat
if connectionshave anunlimited lifetime, theserver is vulnerableto denialof service
attacksandso maximumconnectionlifetime mustbe taken into considerationwhen
choosingourparameters.)

Attacksareusuallyof rareoccurrencesandso it makessenseto beflexible in our
useof puzzles.Precisely, we shouldvary â dependingon thesituation:Thebusierthe
server is, the larger â shouldbe(we canomit puzzlesaltogetherin mostsituations).Ï
shouldbelargeenoughsothatit cannotbeobtainedby a bruteforceattack(see[29]).

6 The DH SharedSecret Key

The sharedsecretobtainedis usuallyusedto derive sessionkeys that will be usedin
otherapplications.Now, theoperationsthesekeys will beusedfor have their own re-
quirementsandsecurityvulnerabilities.If we arenot carefulabouttheway we usethe
sharedDH key, wemightbevulnerableto othersubtleattacks.

6.1 KeyDerivation Function (KDF)

In most,if not all, instanceswe needto modify the sharedsecretkey obtainedin the
DH protocolin orderto useit with othercryptographicprimitives.Herearethe main
motivationsfor “modifying” thesharedDH secretkey:

– Thekey sizesmightnotcorrespond.For examplesupposewewantto useour  -bit
sharedsecretDH key with acrypto-systemrequiringakey sizeof � and ��å�' .

14 thispreventsstraightforwardIP spoofing;thispropertyis alsoachievedby SYN Cookies([37],
citeRFC1644,[31]).



– Althoughsomebitsof thesharedsecretareprovablysecure[12] thesecurityof the
vastmajority of bits in thesharedDH secretkey is not known (i.e. it is not known
whetheranattacker cancomputeknowledgeaboutthem15). ThesharedDH secret
is indistinguishablefrom anelementchosenat randomfrom thegroupif andonly
if theDecisionalDiffie-Hellmanproblemin thatgroupis hard(in severalgroupsit
is aneasyproblem),see[11].
Also noticethat J%KL doesnot spanall thebit-stringsof lengthM . Henceif we take a
randomnumber, chancesaregreaterthatthemostsignificantbit equals0.
Hence,it makessenseto spreadthe risk andhave the bits in the new sessionkey
dependon all thebits of thesharedDH secretkey.

– Someattacksexploit algebraicrelationshipsbetweenkeys(seesection6.3).Hence,
it is importantto destroy mathematicalstructurewhichcanbedoneusingaKDF.

– If we wantto createmorethanonesessionkey with a givensharedsecretDH key
then,if theKDF is a carefullychosenone-way pseudorandomnumbergenerator,
thesystemcanberesistantto known sessionkey attacks(i.e.givenasessionkey, it
is hardto find othersessionkeysderivedusingthesamesharedsecretDH key).

For a KDF, we suggesttheuseof MGF1 which is describedin PKCS#1 (see[30],
animplementationof whichcanbefoundin [42]). Ignoringsomerepresentationdetails,
MGF1 is essentiallydefinedasfollows:

MGF1(Ï £Ã£
æ
, ç�Ö�2 ¤ £ ¥\@S2�è ) := HS(Ï £Ã£

æ)éêé
0)
éÅé

HS(seed
éÅé

1)
éÅé 8:8�8 éêéHS(seed

éÅé � ).
whereHS is a securehashfunctionand � is a valuethatdependson thenumberof bits
required( ç�Ö�2 ¤ £ ¥\@S2�è ). Ï £Ã£

æ
will betakento bethevalueof theDH sharedsecretfrom

whichwe wantto deriveakey.

6.2 KeyFreshnessand Perfect Forward Secrecy

In many situationsthesharedDH secretkey shouldbechangedfrequently. Herearethe
mainreasonswhy wemightwantto obtainnew sharedsecretkeysoften.

1. ReduceExposureTheprobabilitythatagivenkey is compromisedis lower if it is
not usedoften.

2. Damagelimitation If the amountof traffic encrypted/authenticatedwith a given
key is reducedthenthe amountof damagedoneif the key is compromisedis re-
duced.

3. Forward Secrecy If old encryptionkeys aredeleted,encryptedmessagescanno
longer be decrypted.Hence,a third party cannotmount a subpoenaattack(i.e.
demandthatold messagesbedecrypted).

As expected,tricks usedto improve the efficiency of schemesin which keys are
changedoftenhavesubtleproblems(seesubsection6.4).

15 in fact,givenonly � , � , �Së and �Tì in ���� , wecaneasilycomputetheJacobisymbolof �Së�ì , and
if � generatesthewholegroupthanwecanalsoefficiently computethelastbit of ÕB� .



6.3 Key Independence

As a generalprinciple, we alwayswant keys to be independent.Precisely, obtaining
onesecretkey shouldnot helpanattacker uncover otherkeys. This propertyis called
knownkey security. In thenext subsection,wegiveanexampleof aprotocolvulnerable
to known key attacks.

6.4 An Example

We now presenta condensedversionof the KEA protocol [40] which is a part of
theNSA’s FORTEZZA suiteof cryptographicalgorithmsandmotivatetheuseof key
derivationfunctions.Notethattheexplanationsroughlyfollow thoseof [8].

1. � gets � ’s staticpublic key @BY sand� gets � ’s staticpublic key @�h ( e is secretto� and g is secretto � ). (respectively) certifiedby a CA. ( e is Alice’s privatekey
and g is Bob’sprivatekey.)

2. � sends@ Ü , @�h andCert(�´��@�h ) to � and � sends@ Þ , @BY and Cert(�(�
@BY ) to � .
(  and � chosenrandomlyfrom theset QfUB��8:8�8V��McW+"fX ) Note thatCert(e ) is just a
certificatecertifying e .

3. If all verificationssucceed,thesharedDH secretkey is takento be ií�î@ Ü Y6¦!@ Þ h .
4. A key derivationfunction(derivedfrom SKIPJACK) is thenappliedto i to obtain

thekey (thesessionkey) thatwill beusedin theotherapplications(e.g.encryption,
MAC, etc.).

Theprotocolsolvesmany of theproblemsmentionedin theprevioussubsections:

– Key Freshness:We canobtainasmany freshkeys aswe needwithout having the
CA re-certifynew publickeysevery time.

– Forward Secrecy: If Alice andBob delete i andboth the staticandephemeral
secretkeys ( e and  respectively for Alice) wehave forwardsecrecy.

– Key Independence:Theprotocolseemsresistantto known key attacks.
– KeyDerivation Function: Thesessionkey dependsonall of thebitsof theshared

DH secretkey. As will beseenshortly, thekey derivationfunctionis alsoimportant
becauseit destroys thealgebraicrelationshipsbetweenkeys.

If theprotocoldid not usea key derivation function, it would bevulnerableto the
Burmestertriangle attack [14] which rendersthe protocol vulnerableto known key
attacks.In thepreviousprotocol,if akey derivationfunctionis notused,it is vulnerable
to thefollowing attack:

1. r first observesaprotocolrunbetween� and � . Heobtainstheephemeralkeys @ Ü
and @ Þ . Thekey sharedby � and � at theendof theprotocolis i´Ð`Êc�î@ Ü Y{¦b@ Þ h .

2. r thenengages� in a protocol run. r will use @ Þ ashis ephemeralkey and @4�
as his static key. Assuming � ’s ephemeralkey is @ Ü , the sharedkey will equali´Ð6ï��'@ Þ h(¦Ç@4��ðÜ .

3. r carriesoutthesametrick with � but now uses@ Ü ashisephemeralkey. Assuming
that � ’s ephemeralkey is @ Þ , thesharedkey will be iòñ.ó��î@ Ü Y(¦Ç@4� ðÞ .

4. If r canobtain i_Ð�ï and i_Ê�ï hecandeterminei_Ð`Ê . Thiscanbeseenby noting
that i_Ð`Êc�+i_Ð�ïb¦�iòÊ�ï²Ww@ ðÞ �(Wb@4��ðÜ .



6.5 KeyAgreementConfirmation

In somesettings,theparticipantswill not settlewith just knowing thatnobodyexcept
the intendedparty cancomputethe sessionkey (i.e. a key derived from a sharedse-
cretDH key) but insiston having somekind of confirmationthata secretkey hasbeen
(or canbe) successfullycreated.A schemeprovides implicit key confirmationif the
participantscanbe convincedthat they all can computea commonsharedsecretkey,
andprovidesexplicit key confirmationif participantscanbe assuredthat a common
sharedsecretkey hasbeencomputedby all participants.The simplemindedsolution
to providing explicit key agreementis to have thepartiescomputetheMAC (usingthe
new sessionkey) of a known message.Unfortunatelythis meansthat the key will be
distinguishablefrom a randomkey (we know the MAC of a known message).If key
indistinguishabilityis requiredwe needto use(asa MAC key) someothervalue, ô ,
known only to theparticipantsthatcannotbeeasilylinkedto thesessionkey. Precisely,
giventhesessionkey it shouldbecomputationallyinfeasibleto find ô . See[8] for tech-
niquesthatcanbeusedto do thiseffectively.
Although explicit key confirmationappearsto provide strongerassurances,implicit
key confirmationis sufficient in practiceandprovideskey indistinguishability. Also,
it wouldseemthatalthoughit is possibleto provideexplicit confirmationof thederived
sharedsecretkey withoutusingany previoussharedsecret,it is notobvioushow to pro-
vide explicit confirmationof theDH sharedsecret in anefficient way without usinga
previouslysharedsecret,soit’susefulnessis questionable.

7 The Bottom Line

In thissection,wegiverecommendationsthatare,for themostpart,basedonthelessons
learnedin the previous sections.Thesecanbe seenasgeneralrobustnessprinciples16

thatshouldbetakeninto accountwhenimplementingDH key agreementtypeprotocols.
NotethatDH protocolimplementationsshouldbeespeciallywaryof attacksthatal-

low theattacker to obtainstaticsecretkeys (e.g. e���g ). Compromisingstaticsecretkeys
allowstheattacker to breakall subsequentprotocolsusingthesevalues.Compromising@�hVY doesnothelpin compromisingothersharedDH secretkeys @�hVY:q .
7.1 Diffie-Hellman Math

1. Spot Unconventional Messages
– Makesurethat @�h , @BY and @�hVY donot equal1.
– Makesurethat @�h and @BY arelessthanM_Wd" andgreaterthan " .
– Choosee , g , from theset QfUB��8:8�8V��M_WÇUBX .

2. BeCareful About @ ’s Order
– The prime factor decompositionof the order of @ shouldnot be composed

entirelyof smallprimes.
– Thesubgroupgeneratedby @ shouldnot have a smallordersubgroup.If at all

possible,constructandusea generatorthathasa largeprimeorder.

16 a DH versionof [3].



3. Make Sure the DH Public KeysReceivedHave the Corr ectOrder
– TheDH publickey’s ( @ h ) ordershouldbechecked.Thiscanbeeasilydoneby

verifying that �l@�hS� õ��1" whereç is @ ’sorder. If Mc�¯Uf¬0¦!" this is notnecessary
asexplainedin section3.6.

4. Make Sure the SystemParametersAr eNot ChosenMaliciously
– The systemparameter’s propertiesshouldbe known (subgroupgeneratedby@ ’s order, primefactorizationof thisnumber, etc).
– Proofsthat theparametershave not beenchosenmaliciouslyshouldbeavail-

able.This canbe doneby kosherizing17 Onecan transforma typical strong
primenumbergeneratorinto onethatgenerateskosherizedprimes.For astrong
prime numbergeneratorthat startsby choosinga random ¬ andthenverifies
(usingsomeefficient ways)that ¬ and U�¬¦1" areprime,onecanreplacethe
choiceof ¬ by first choosing¬�� HS��ôS� , whereô is a randomvalueandHS is
asecurehashfunctionwhoseoutputis thesamesizeas ¬ . Thekosherizationis
“proven” by giving ô suchthat ¬ = HS(ô ) andMc�¯Uf¬(¦+" .

5. ChooseSecureParameters
– Cryptographicalgorithmsare only as secureas their weakest link and so it

makessenseto try andbalancethe security. That is, attacksthat exploit dif-
ferentparametersof thesystemshouldtake roughlythesameamountof time.
For theDH protocol,theparametersto balanceare: thevalueof M , theexpo-
nent’s rangeandthe sizeof the keys derived from the sharedDH secret.We
suggestlookingat[35] for atableof balancedvalues.Notethatthesevaluesare
very controversial [49], the sizeof M is especiallydebatablesinceit assumes
Moore’s law typeimprovementsin algorithmicnumbertheory.

– Theparametersshouldbechosenin orderto provide goodlong termsecurity
when required.Note that parametersthat constitute“good” long term secu-
rity is very controversial[35, 49]. Extremelyconservative estimatesare(from
[35]):ö

For very goodsecurityuntil 2002take: M 1024bits, exponentrange127
bitsandderivedkey length72.ö
For very goodsecurityuntil 2025take: M 2174bits, exponentrange158
bitsandderivedkey length89.ö
For very goodsecurityuntil 2050take: M 4047bits, exponentrange193
bitsandderivedkey length109.

– We suggestusingstrongprimesor Lim Leeprimessoasto guardagainstthe
attackspresentedin section3.5.

– Thenumberof symmetrickeys derivedfrom thesharedDH secretkey should
alsobetakeninto considerationwhendeterminingthesizeof M andof theexpo-
nentrangesincebreakingtheDH protocolbreaksall derivedkeys. Precisely,
if we derive ¥ sessionkeys of lengths ¥ - ��¥ O �:8�8:8:��¥�÷ , our other parameters
should,in theory, providethesamesecurityasif wederivedonesessionkey of
length ¤¢@���U ± � ¦dU ± � ¦î8�8:8f¦©U ±Bø � .

Thesemeasuresprotectagainstsomeinsiderattacksandmanin themiddleattacks.
17 kosherizinga public valuerefersto constructingthe valuein a way that thereexists a proof

of thefactthatthevaluehasnot beenchosenmaliciously, this proof is to beverifiableby any
otherparticipant



Efficiency Considerations

1. Ideally, the generator@ shouldbe assmall aspossiblein orderto reducethe cost
of modularexponentiation.WienerandvanOorschot[51] claim thatusing @¨��U
reducesthe computationtime for modularexponentiationby 20% (comparedto
randomlyselectedgenerators).For applicationsin which efficiency is crucialand
theprimenumberscanbegeneratedbeforehand,it makessenseto find a prime, M ,
suchthatasmallvalue(e.g.2,3,16)generatesthedesiredsubgroup.Notethatif one
is searchingfor a strongprime MÇ�ùUf¬H¦R" suchthat @~��U generatesa subgroup
of size ¬ , onecansimply test if M+�íúòZ\[^]©û . In fact, M¯�°ú)Z�[^]©ûýü&þ 18 U
is a quadraticresidue19 mod Mÿ� þ U �� exists � þ U4� � L ,.-n��» O �&� ��U �� � L ,.-c�
20 "H� Z�[S]�M �~ü&þ 21 @&�¯U generatesanorder ¬ subgroup.

2. Generatingsafeprimes22 is moreexpensive thangeneratingLim-Lee primes(Mw�Uf¬ - ¬ O 8:8:8�¬:± ¦d" ). If lotsof primesneedto begeneratedandefficiency is animpor-
tant requirement,we suggestusingLim-Lee primes[36] which areusedin many
cryptographiclibraries(e.g.PGP[44],GNU PG[23] andGutmann’scryptlib [25]).
Theseprimeshave the form M©�ÀUf¬ - ¬ O 8:8:8�¬�±´¦R" wherethe ¬ A s arelarge (for allC��bQB"f��8:8�8:��¥%X ). Thegeneratorcanbetakento generatesomeprimeordersubgroup
(e.g.of order ¬ A , for someC ). A drawbackto this methodis that the rangeof val-
uesexponentscantake is limited (i.e. exponentsaretakenmodulo ¬ A insteadof ¬ )
which restrictstherangeof possibleDH secrets.Also notethattheprobabilitythat
a smallgeneratorgeneratesanadequatesubgroupis lower thanfor safeprimes.
If theparametersarefixed,wesuggesttheuseof SophieGermainprimessincethey
allow theuseof largerexponents(thusresultingin largersharedsecrets).Notethat
thereexist particularprimesthatyield moreefficient operations.[43] suggeststhe
useof “special” safeprimeswhich areusedin thedescriptionof IKE [27] (a can-
didateDH protocolfor IPsec).They have propertiesthatenableefficient modular
computationsto a certainextent:

– The64highorderbitsaresetto 1, sothatthetrial quotientdigit in theclassical
remainderalgorithmcanalwaysbesetto 1.

– The64low orderbitsarealsosetto 1,whichenablesspeedupsof Montgomery
styleremainderalgorithms.

– The middle bits are taken from the binary expansionof � which providesa
weakform of kosherization.

– @D�¯U is ageneratorof asubgroupof order �7M_W*"�� � U ( @ hasprimeorder).
Theseprimescanbefoundin AppendixE.2(1024bits)andE.5(1536bits)of [43]
andcanbeusedin a DH.

18 seefor exampleFact2.146in [38]. We caneliminatethecasewhere�ò�1��Ä7�B����� Æ since�
and � areprime.(left asanexercice.)

19 Õ��D���� is quadraticresidueof �\�� if f thereexistsa ���D�\�� suchthat � È �ÇÕ(�4����� . If nosuch� exists, Õ is calleda quadraticnon-residue.
20 theequalitycomesfrom thefactthat ��~� is theorderof thegroup.
21 	 ’sorderis either 	 , � or �H�b� (Lagrange’s theorem,section2.1).If 	�
 �*�(Ä7�4���6� Æ , then 	 ’s

ordercanonly be 	 or � , but theonly elementsof order 	 are � and�H�b� .
22 a prime � of the form �~� 	 ��*� where � is prime (this � is often referredto asa Sophie

Germainprime).



3. Exponentiationsareusuallymuchfasterwhenthe exponentsaresmall andsowe
suggestusingthesmallestsecureexponentrange(seesubsection7.1).

7.2 Implementation Details

Correctlyestablishingauthenticityis difficult andwhenever possible,provably secure
authenticationprotocolsshouldbe used(at the very least,the attacksmentionedpre-
viously mustbe taken into account).Particularcaremustbe taken whenimproving a
protocol’s efficiency (e.g.removing “superfluous”messages).

Notethefollowing tricky implementationlevel issues:

1. Exact Destination: Themessagerecipientshouldbepreciselyspecified.Identifi-
cationfieldscouldincludeIP address,port number, userID, etc.

2. Multiple SessionManagement:It is of crucialimportancefor participantsto sep-
arateconcurrentprotocolexecutions.Concurrentprotocolexecutionsshouldbe in-
dependent. This problemcanusuallybedealtwith by addinga sessionID field to
themessages.Notethat this is a tricky problemto solve whensessionsarerelated
in someway, for examplewhencountersareusedinsteadof nonces.

3. Certifying Public StaticKeys:Thecertifyingauthorityshould,of course,betrusted
by both participants.As pointedout earlier the certificateauthorityshouldmake
surethat the certificaterecipientknows the secretkey associatedwith the public
key beingcertified.Anotheroption is to have the sendersign his identifier along
with therestof themessage(i.e. self signedcertificates).

4. AuthenticateParameters:All parametersshouldbeauthenticated.
5. Previous Communications: In many situations,all messagessentshould“con-

firm” all previousmessages.Wewantto avoid somemessagesbeingblocked.This
canbe doneby appendinga hashof all previous messagesor by usingsequence
numbers.

6. Delete:Whensomesensitive informationis no longerneededit shouldbesecurely
deleted.

7. Randomness:The pseudo-randomnumbersmustbe chosenextremelycarefully
becausesystemscan be broken if inadequatepseudo-randomfunctionsor badly
chosenseedsare used(see[24]). A good pseudo-randomnumbergeneratoris
Yarrow [32], sinceits designis basedon many yearsof researchandexperience
[33] andbecauseit is easyto use(theprogrammerdoesnot needto provide a seed
for example).

8. Timing Attacks: Whena systemis vulnerableto timing attacks(seesection5.6),
a specialexponentiationroutineshouldbeused.

9. Denial of Service Attacks: Whennecessary(seesection5.7),partiesshouldpro-
tectthemselvesagainstdenialof serviceattacks.

7.3 Using the Shared DH Secret Key

Herearethegeneralpointsrelatedto theutilizationof thesharedDH secretkey.

1. Never Usethe Key“ As Is”: Alwaysuseasuitablekey derivationfunctionin order
to geta sessionkey.



2. Key Independence:It is importantfor theprotocolsto beresistantto known key
attacks.

3. DeleteOld Keys: If forward secrecy is desiredold keys andall datathat canbe
usedto obtainthemmustbesecurelydeleted.

4. Be Careful with Confirmation: If key indistinguishabilityis required,we cannot
just sendtheMAC of aknown message.

8 Conclusions

This work hasattemptedto presentcryptographicprotocol designerswith the most
importantsecurityissuesrelatedto the DH protocol.In doing so,we have addressed
the shortcomingsof the otherapproachesto securecryptographicprotocoldesign.It
is hopedthat documentswith a form similar to this one for different cryptographic
protocolswill beproduced.This would bea largesteptowardsassuringcryptographic
protocolsecurityin real-world settings.
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A Standards

A.1 PKCS #3

RSASecurity23 haspublishedasuiteof cryptography standardswhicharecalledPublic
Key Cryptography Standard(PKCS).PKCS#3 dealswith the DH protocol.Unfortu-
nately, it doesnot helptheprotocoldesignerconstructa secureversionbecauseit only
specifiesdataformats.

A.2 ANSI X9.42 – Agreementof Symmetric Algorithm KeysUsing
Diffie-Hellman

workingdraftmay1998

A.3 IETF RFC 2522– Photuris: Session-KeyManagementProtocol

march1999

A.4 ANSI X9.63– Elliptic Curve Key Agreementand KeyTransport Protocols

workingdraft July 1998

A.5 IEEE P1363– Standard Specificationsfor Public-Key Cryptography

workingdraft July 1998

A.6 ISO/IEC 11770-3– Inf ormation Technology- Security Techniques- Key
Management- Part 3: MechanismsUsingAsymmetric Techniques

draft (DIS), 1996

A.7 SKIPJACK and KEA algorithm specification

from FORTEZZA may1998.

A.8 The Inter net KeyAgreement(IKE)

RFC2409November1998.

A.9 The OAKLEY key Determination Protocol

RFC2412November1998.

A.10 The TLS Protocol: Version 1.0

RFC2246January1999

23 seehttp://www.rsasecurity.com


